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Introduction: 

Malware Research Group published its first “Rogue Software” test report back in August 2009. This and all 

subsequent tests have focused on assessing the efficacy of various security applications by measuring their 

ability to prevent rogues from executing on the test system. The purpose of this report will be slightly 

different. 

As part of our on-going, private research and through discussions with clients, we have found that some 

vendors choose not to detect certain types of “rogues” or PUAs. Because of this, one cannot necessarily 

accurately assess the efficacy of a security product against PUAs, simply by measuring the number of PUAs 

detected in a given sample. 

The purpose of this report is to look at the different types of PUAs, try to highlight any patterns of detection 

exhibited by antimalware applications and also provide some insight in to PUA / PPI business itself. 

Taxonomy: 

The term “rogue” is commonly used to denote an application which purports to perform some function, but, 

although appearing to, does not perform the stated function but just prompts the user to purchase the 

product to unlock some supposed enhanced functionality or, in some cases to remove malware which the 

application falsely claims has compromised the system. 

In actuality, the accurate definition and classification of “rogues” is somewhat more complex than this common 

description would suggest. In an attempt to encompass the whole range of “rogues” the term “Potentially 

Unwanted Application” is used. Without attempting to prescribe a taxonomic scheme, for the purposes of this 

report we will divide “rogues” or Potentially Unwanted Applications (PUAs) in to three categories: 

Affiliate PUAs – These are the classic “rogue” antivirus, antispyware and registry cleaners etc. They are not 

malicious, but provide either zero or minimal actual functionality and require registration to activate the 

purported remediation function. These PUAs are sold by the vendor, via a network of affiliates who commonly 

receive 50 – 75% of the sale value as commission. 

PPI PUAs – These are commonly small utility applications (such as text to speech, disk cleaners, toolbars etc.) 

which, whilst not malicious themselves, include a hidden payload which is nearly always malicious. The payload 

can be financial malware, downloaders, spyware etc. The host application is used as a means of enticing users 

to install the application and thereby secretly installing the malicious code. Perpetrators receive a payment 

from the originator of the malware per install – Pay Per Install, PPI. 

Financial PUAs – These are malicious “rogue” applications which display false alerts and prompt the user to 

register the application, either by entering their credit card details in to the application itself or a fake 

registration site. In either case, the purpose of this is to steal the credit card details directly. 

Samples used: 

As the purpose of this report is to look in to the PUAs, the business behind them and patterns of detection 

based on the security vendors categorisation of PUA type, we will include all three categories of PUAs. 

Financial PUAs are 100% malicious and all PPI PUAs contain malware, so these will serve as a contrast to the 

grey area of the Affiliate PUAs. 

We chose ten Affiliate PUAs and five Financial / PPI PUAs. The reason for having twice as many Affiliate PUAs 

is to allow us to examine a detection phenomenon we have noticed. 

We downloaded the ten Affiliate PUAs from several live URLs, which was made easier as Affiliate PUAs 

commonly have a fixed web address as well as URLs which pop up daily and remain for a short time. Of the 

ten samples, five were “Antimalware” PUAs and five were “Registry / System Optimiser” PUAs. 
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The sample PUAs are detailed in the table below, along with the threat each poses: 

 

We have grouped samples by category and colour coded these and the subtypes as follows  

Yellow = Affiliate “Antimalware” PUA 

Green = Affiliate “Registry / System Optimiser” PUA 

Red = Financial or PPI PUA 

We have noticed that, on average, antimalware applications tend to have a lower detection rate with the 

“Registry / System Optimiser” PUAs, compared to the “Antimalware” PUAs. The differential in detection 

between these two types has increased in the last year, with some antimalware applications which have good 

detection of the “Antimalware” PUAs, now choosing to detect almost none of the “Registry / System 

Optimiser” PUAs. In an attempt to try and understand this evolving pattern, we will need to look in to the 

Affiliate PUAs a little deeper. 

Analysis of the PUAs and the organisations behind them: 

Malware Research Groups core focus is on Financial Malware and wider aspects of online banking, 

transactional security and fraud. Working in this field, it is not enough to simply collect, analyse and test 

malware on systems or against security applications. In order to understand the threat properly, it is vital to 

examine the development and operation of the organisations behind the malware. The malware itself is just 

one component of the overall threat and any effective, global countermeasure to these threats must take a 

holistic approach. 

Over the last eighteen months, aside from analysing and testing PUAs, Malware Research Group has been 

investigating the operation of the organisations behind the PUAs themselves. We will include some of this 

information here to help give a wider upstanding of the threat. 

As stated earlier, we downloaded the ten Affiliate PUAs, each from their own unique website. These PUAs are 

marketed as and appear to be distinct and unrelated to each other; this however, is not the case. All ten of the 

Affiliate PUAs are provided by the same vendor, which was in this case 2squared. 

As with other PUA vendors, the one behind our samples has a very sophisticated affiliate programme which is 

made simple to use by a web interface which automates most of the processes required to act as an agent or 

affiliate effectively. The system will allow agents to select a range of PUAs to market, generate keywords, track 

Application Name Threat Posed

AdwareAlert System infection due to detection rate of 0.3%, no updates, misleading marketing

AdwareBot System infection due to detection rate of 0.3%, no updates, misleading marketing

AntiSpyware System infection due to detection rate of 0.3%, no updates, misleading marketing

AntiSpywareBot System infection due to detection rate of 0.3%, no updates, misleading marketing

MalwareRemovalBot System infection due to detection rate of 0.3%, no updates, misleading marketing

ErrorSmart Poor performance, no updates, misleading marketing

ErrorSweeper Poor performance, no updates, misleading marketing

RegClean Poor performance, no updates, misleading marketing

RegistryBot Poor performance, no updates, misleading marketing

RegistryClear Poor performance, no updates, misleading marketing

2nd Speech Centre Malicious infection - Trojan Banker

GG Tuner Malicious infection - Generic Trojan

GomPlayer Malicious infection - Dropper Banker

Malware Scanner Malicious infection - Trojan Banker

MSE ThinkPoint Malicious infection - Fraud Downloader
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revenue, automate payment and provide other sales and marketing analytics. Agents / affiliates receive between 

50 and 75% of sale value, which is significantly more than resellers of non PUA software would receive. 

The screenshot below shows a section of the vendors affiliate account management page. Notice the huge 

number of PUA products available in the drop down list – many of the names may seem familiar: 

 

We conducted analysis of all ten Affiliate PUAs and found that none of them exhibited any malicious 

behaviour. Having proven the PUAs didn’t do anything “bad”, we set about seeing if they did anything “good”. 
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We started with the “Antimalware” PUAs. Through our standard analysis process, we could already see that 

these PUAs did in fact scan files and made use of a signature database. Another interesting discovery is that 

they all use exactly the same core engine and identical signature database.  

We compared the signature database of all of these PUAs, after and before updating and it remained the same. 

We then compared the signature database against one from another 2squared Antimalware PUA we had 

isolated, with no internet access six months ago and confirm it was the same, having an MD5 of 

c3805d575162ae476d152556023f2bf2. 

In essence, all the “Antimalware” PUAs are essentially the same application, but with different user interfaces: 
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To assess the effectiveness of these “Antimalware” PUAs, we conducted two separate tests. An on demand 

scan of confirmed malware samples and a dynamic test using any samples that may be detected in the on 

demand test. 

For the on demand scan, we selected 2500 mixed samples collected over the last year. There were no early 

life samples and therefore, we would expect an average detection rate of about 95% with non PUA 

antimalware applications. We used a Windows 7 Ultimate VM, with all updates applied and an active internet 

connection. The malware samples were placed in a folder on the desktop. None of the “Antimalware” PUAs 

have a context menu scan facility, so a full system scan was initiated. Some of the PUAs had the ability to 

define a custom scan and specify a specific target directory and if this facility was available, it was used to scan 

the malware samples only. 

The results of the on demand scan were as follows: 

 

Note, AdwareBot and MalwareRemovalBot detected two more than the others as these were tested using a 

full system scan which detected some temporary files left from the unpacking of the samples. 

The dynamic test used exactly the same VM setup. None of the samples were detected by any of the 

“Antimalware” PUAs. 

From our analysis and testing, it is true to say that technically, these “Antimalware” PUAs do detect malware 

and that they do not perform any malicious activity. This said, however, it is also clear that with a detection 

rate of about 0.3%, they could not provide any meaningful protection to a system.  

If a user chose to install one of these “Antimalware” PUAs in place of a non PUA antimalware, they would be 

using a system with almost no measurable protection and would therefore be exposed to significant risk of 

data or identity theft and system damage. 

Having analysed the “Antimalware” PUAs, we moved on to the “Registry / System Optimiser” PUAs. We set 

up a Windows 7 Ultimate VM, with all updates applied. We installed a number of common applications and 

then immediately uninstalled them and used this as our base system. 

We created six clones of the base system and installed one of the five “Registry / System Optimiser” PUAs on 

each of the first five. On the sixth clone, we installed a non PUA Registry Cleaner / Optimiser RegVac, to 

serve as a comparison, as unlike testing the “Antimalware” PUAs, there is no specific maximum score. 

 

PUA Name Samples Detected out of 2500 Samples Detected as %

AdwareAlert 7 0.28

AdwareBot 9 0.36

AntiSpyware 7 0.28

AntiSpywareBot 7 0.28

MalwareRemovalBot 9 0.36

PUA Name Registry Errors Found

ErrorSmart 40

ErrorSweeper 40

RegClean 40

RegistryBot 40

RegistryClear 40

RegVac 750
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As this table demonstrates, although the “Registry / System Optimiser” PUAs did in fact find genuine registry 

errors, their performance was very poor, detecting only 40 errors compared to the 750 found with the non 

PUA Registry / System Optimiser – some 94.7% fewer errors found! 

As with the “Antimalware” PUAs, our analysis shows that whilst these “Registry / System Optimiser” PUAs do 

not perform any malicious activities, they perform extremely badly in comparison to non PUA equivalents. 

Furthermore, as with the “Antimalware” PUAs, the “Registry / System Optimiser” PUAs all have the same 

engine and detected exactly the same registry errors as each other, as they are, essentially all the same 

product, but with different user interfaces, to create the impression they are different. 

The screenshot of ErrorSmart below shows an almost identical user interface to the two “Antimalware” PUAs 

shown on page 5. 

 

Below is a screenshot of RegVac, a non PUA registry cleaner, showing it found 750 errors on the test system. 
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In the light of the above, how should these Affiliate PUAs be classified by security vendors? The applications 

are not malicious and they do detect malware and erroneous registry keys. Is it acceptable for security to flag 

applications as malware simply because their performance is low? Because of these issues, some vendors have 

chosen not to detect these types of PUAs, as theoretically, they could be open to litigation by classifying them 

as malware.  

As mentioned, to better understand the risk posed by malware or, in this case, PUAs, it is necessary to 

investigate the operation of the organisations behind them. 

Firstly, we looked at how the PUA products were described on their websites; how they were positioned as 

products and what claims were made of them. 

AdwareAlert is described as detecting “adware” and “spyware”, indeed, they state: 

“AdWareALERT has only one purpose: With AdWareAlert, you’ll be able to rid yourself of Spyware and Adware that 

cause those nasty popup windows that slow down your system. Experience web surfing the way it was meant to be. See 

for yourself what a difference our program makes!” 

In the FAQ section, they appear to be a very vague concerning the functionality of the product: 

“What exactly does your program do? We offer a number of packages and exactly what our program does for you will 

depend on which package you choose. From speeding up your system to protecting your identity and your family, our 

programs are made to make your system safer and more secure.” 

They state they have a team of experts available 24 hours a day, 7 days a week. In order to test the online 

support service, we went undercover and pretended to be a user of their trial product. The chat conversation 

is below. MRG chose the cover name “Cathy”.  

info: Please wait for a site operator to respond. 

info: You are now chatting with 'Ben' 

Ben: Welcome to our live chat service!  

Ben: Hello. How may I assist you? 

Cathy: I hope you can help 

Cathy: I dont know much about computers, but I think I may have put a virus on my husband’s PC 

Ben: Please hold for a moment while I check your account details. 

Cathy: What account? 

Ben: Have you purchased AdwareAlert ? 

Cathy: No, not yet. I wanted to ask you about it so i can work out if it will help me 

Cathy: I think there is a virus on my husband’s computer 

Ben: Don't worry Cathy, we can definitely help you out. 

Cathy: The screen has started to flicker - started a day ago - flickers every now and then 

Cathy: It started after I downloaded some emails 

Ben: Please complete you purchase and let me know. 

Ben: I'll then transfer you to a technician who will solve your issue immediately. 

Ben: Our software is priced at $39.95 for up to 3 computers. If you buy now, you will also get FREE Privacy 

Control Suite (worth $39.95). To get both for only $39.95, click on the link below: 

Ben: http://www.adwarealert.com/buynow_step4.php 

Cathy: Ok can I install it for free - before paying for it? 

Ben: Yes, but the free version won't fix the issue. 

Cathy: OK, if I buy it, will it stop my husband’s screen from flickering? He will be angry that I have put a virus 

on it 

Ben: Yes, we guarantee that. 

Ben: If you are not satisfied after purchasing we'll refund you. 

http://www.adwarealert.com/buynow_step4.php
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Cathy: OK will you wait there while I install it - I don’t know much about computers and I don’t want to make 

it worse 

Ben: Sure Cathy. 

Ben: Take your time. I will be standing by when you need me. 

Cathy: OK, I have it. I will now install it. 

Ben: Ok. 

Cathy: I think it’s installed. 

Cathy: I will scan now - should I do that? 

Ben: Have you completed your purchase ? 

Cathy: I’m just scanning the computer now 

Cathy: Oh dear. It is infected with a virus - a cookie 

Cathy: two virus cookies 

Ben: Ok. 

Cathy: Have these made his screen keep flickering? 

Cathy: It seems to be getting worse 

Ben: It may be the reason. 

Cathy: How do I remove them  

Ben: We have expert technicians available now. 

Ben: We can login to your computer and fix it immediately. 

Cathy: Are they there now to help? 

Cathy: Thank you so much 

Ben: Please complete your purchase and let me know. 

Ben: Please take your time. 

Cathy: OK, the one I buy - that will remove the cookies that are making the screen flicker? 

Ben: Yes it will. 

Cathy: OK, how do I buy it  

Ben: Click Here now. 

Ben: http://www.adwarealert.com/buynow_step4.php 

Cathy: OK, thank you so much. I thought I would have to buy a complete computer 

Ben: You're welcome. 

Ben: Take your time. I will be standing by when you need me. 

Cathy: You will be able to log on to my husband’s computer and mend the monitor today? 

Ben: Yes. 

Cathy: Great, I will buy it now 

Ben: Ok. 

The support representatives “Ben” first suggestion to the problem of a flickering monitor (a 

hardware problem) is for us to complete our purchase of AdwareAlert. 

When asked if their application will stop the monitor from flickering, the support representative 

states “Yes, we guarantee that” 

The support representative goes on to state that it is not possible to remove cookies manually 

without their application and suggests that the cookies could be the cause of the flickering monitor. 

It is clear from this chat log that the support representative has only one objective, this being to sell 

the product and that they are prepared to make almost any claim of the product in order to achieve 

this end. 

The AntiSpyware website describes the product as a full antimalware and states it provides 9 in 1 

protection, illustrated by the diagram below: 

http://www.adwarealert.com/buynow_step4.php
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Given the fact AntiSpyware use the same core engine and exactly the same signature database as 

AdwareAlert, which only detects adware and spyware, we find it difficult to understand how 

AntiSpyware can detect many other categories such as viruses, worms, Trojans, keyloggers etc. 

The AntiSpywareBot site is much the same as the AdwareAlert website and the product is describes 

as being able to detect and remove adware, spyware and botnets. As there was a live support 

function offered, we decided to use this to assess the service given. We have included the salient 

elements below. MRG chose the cover name “Inga”. 

info: Please wait for a site operator to respond. 

info: You are now chatting with 'Ted' 

Ted: Welcome to our live chat service!  

Ted: Hello. How may I assist you? 

Inga: Hello Ted. I am Inga 

Ted: Hi Inga 

Inga: I found your company on the Internet by using Google. I’m looking for a product to keep my computer 

clean 

Ted: Sure, i will help you out 

Inga: I have been having problems with the mouse connected to the computer 

Inga: Sometimes it does not work properly 

Ted: We can definitely help you solve your problem! Our software will not only equipped you with one of the 

industry's leading applications, but you will also have the option to register other protection programs at a 

reduced cost.  Together, the programs form a complete-coverage security suite, protecting you from malware, 

eliminating registry problems and fixing security gaps.  In addition to all that, you also get access our stellar 

24/7 tech support! 

Inga: Sometimes also, the computer starts slowly 

Ted: Please use the link below to place your order for one computer license: 

Ted: http://www.antispywarebot.com/buynow_step2.php 

http://www.antispywarebot.com/buynow_step2.php
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Inga: I clean the mouse - you know, it gets so dusty and won’t work 

Inga: I have downloaded it and I will scan now - should I scan? 

Ted: You need to purhcase the program to fix the problem 

Ted: Please use the link below to place your order for one computer license: 

Ted: http://www.antispywarebot.com/buynow_step2.php 

Inga: It says I have 6 cookies 

Inga: Will that be the problem? 

Inga: Are the cookies causing the problem with the mouse connected to my computer? 

Ted: Please complete the purchase and let me know 

Inga: I will purchase it now - bit I need to know if it is the cookies that are causing the problem with my mouse - 

and will your programme mend this problem if I buy it now? 

Ted: Yes, it will fix the problem 

Again, here, the support representative repeatedly urges us to register the application and suggests 

in doing so it will resolve an issue with a dusty mouse not working. 

We found that this willingness to make false claims about product functionality and capability was 

common in all the support session chats we had. Below, posing as “Mike”, we checked out the 

support provided by RegistryBot: 

info: Please wait for a site operator to respond. 

info: You are now chatting with 'Ted' 

Ted: Welcome to our live chat service!  

Ted: Hello. How may I assist you? 

Mike: Hi, just want to ask a few questions about RegistryBot 

Ted: Sure, Please go ahead. 

Ted: New Year wishes from Registry Bot!!!!!!!!!!!! 

Mike: My laptop has developed a problem over the last few days. The screen flickers / goes completely white 

when it is angled in some positions and I have to tweak it to get it to work again. I installed RegistryBot and it 

found some errors, but it can’t remove them unless I register it 

Mike: If I register it and allow it to fix the errors it found, will this stop the problem with the screen? 

Ted: The free version will scan your computer to determine what factors are limiting your computer's 

performance and check to see if you need to use our software regularly.  

Ted: Should you decide to register your copy, the program will then repair and remove all issues found.   

Ted: Yes, it will fix the problem. 

Mike: Great, so, it will make the screen work again? 

Ted: Please use this link for the discounted price of $19.95 for one computer: 

Ted: http://www.registrybot.com/buynow_step2.php 

Ted: Yes. 

 

Again, the support representative is telling us that if we register the registry cleaner, it will somehow 

repair the defective screen on our laptop. 

We conducted several anonymous assessments of the support provided on these websites and in 

every case, regardless of the problem we claimed to have, were told that it would be resolved if we 

registered the product. 

Conclusion about Affiliate PUAs: 

Affiliate PUAs are not in themselves malicious, but, the way they are marketed ensures they can pose a 

potential security risk. If an “Antimalware” PUA is described as a wide spectrum antimalware product (eg, one 

which offers protection from all threat categories) and the user then uses it as their sole antimalware 

application, given the detection rate of 0.3%, they will be exposed and vulnerable to nearly all malicious 

threats. 

http://www.antispywarebot.com/buynow_step2.php
http://www.registrybot.com/buynow_step2.php
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In our opinion, these products are designed to meet a minimum specification of functionality so as to allow the 

vendor to challenge any claim that they do not function or are “rogue” applications. 

The fact that, in our investigation, the support staff promoting the PUAs will claim the product is suitable for 

remediating almost any problem – even if hardware based, shows they are willing to miss sell the product and 

have it used in a context where it can’t possibly provide the functionality needed. In our opinion, based on the 

investigations we have conducted, primary concern of support staff is that that users register the product. This 

takes priority on identifying any customer need.  

Analysing the detection patterns of Affiliate PUAs: 

We mentioned earlier, in the “Samples used” section, that we have noticed a trend for some security vendors 

to avoid flagging the “Registry / System Optimiser” PUAs and mainly focus on the “Antimalware” PUAs. To 

illustrate any pattern, we conducted a dynamic test using the ten Affiliate PUAs. 

Security Applications Included: 

1. avast! Internet Security 5.0.677 

2. AVG Internet Security 2011 10.0.1153 

3. Avira Premium Security Suite v10.0.0.542 

4. BitDefender Internet Security 2011 14.0.23.312 
5. Coranti 2010 1.001.00007 

6. ESET Smart Security 4.2.64.12 

7. F-Secure Internet Security 2011 10.50 build 197 

8. Immunet Protect Plus 2.0.16.38 
9. Kaspersky Internet Security 2011 

10. Malwarebytes 1.46 

11. McAfee Internet Security 2011 

12. Microsoft Security Essentials 1.0.2498.0 

13. NANO AntiVirus 0.14.0.2 Beta 
14. Norton Internet Security 2011 18.1.0.37 

15. Online Armor++ 4.5.1.431  

16. Panda Internet Security 2011 16.00.00 

17. PC Tools Internet Security 2011 8.0.0.608 
18. Prevx 3.0.5.219 

19. SUPERAntiSpyware 4.43.1000 

20. VIPRE Antivirus Premium 4.0.3904 
 

Methodology used in the Test: 

1) A Windows 7 32 Ultimate VM is created which has internet access and all updates applied. 

2) 20 clones of the system are made and on each of these, one of the security applications is installed, 

activated and updated. 

3) A snapshot of each of the 20 clones is made. 

4) One of the Affiliate PUA samples installer is copied to the desktop of each of the 201 cloned systems. 

5) The Affiliate PUA installer is executed. 

6) If the PUA installs, the PUA is then executed. 

7) Security applications which detect the installer in stage 4 or block its execution in stage 5 or the PUA 

from executing in stage 6 are classified as having passed the test.  

8) Applications which fail to detect the installer in stage 4 or block its execution in stage 5 or the PUA 

from executing in stage 6 are classified as having failed the test. 

9) After each test (4 – 6) the VM is reverted to the snapshot created in step 3 and the process repeated 

until each of the 10 PUA samples has been tested on all 20 systems. 
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Resulting PUA Detection Pattern: (18 November 2010.) 

 

Having used only ten samples, we do not present this test as definitive; however, these results do match with 

the pattern we have seen from our wider work. 

The average detection for the “Antimalware” PUAs is 75%, compared to 53% for the “Registry / System 

Optimiser” PUAs.   

Avast, Kaspersky, McAfee, Prevx and Vipre all have good detection of the “Antimalware” PUAs, yet a 

significantly lower detection rate with the “Registry / System Optimiser” PUAs. As some of these vendors are 

our clients, we know, through discussions with them, that they actively choose not to detect some of the non-

malicious “Registry / System Optimiser” PUAs, since they do in fact detect erroneous registry keys. 

We agree that the Affiliate PUAs are not malicious and understand the possible legal problems associated with 

flagging them as such, however, we feel that end users may benefit from their security applications alerting 

them about the status of this class of software. The Affiliate PUAs don’t necessarily need to be flagged as 

malware, but specifically as a PUA – this being specified as non-malicious. 

We would encourage the vendors and anyone reading this report to investigate the way in which these 

products are marketed and sold by the staff or agents of the PUA vendors and / or their Affiliates. Establishing 

and recording evidence to prove that a product is being misrepresented or mis-sold could be legitimate 

grounds and justification for alerting users to its presence on a system and a means by which any litigation 

from the vendor could be avoided. 

Given the fact some vendors choose not to detect the Affiliate PUAs as they are not malicious, this test is not 

intended as an efficacy assessment. In order to assess the efficacy of applications we must use samples which 

are unarguably malicious. 

Security Application Affiliate PUAs (AM) Affiliate PUAs (Reg)

avast! Internet Security 5.0.677 5 3

AVG Internet Security 2011 10.0.1153 2 2

Avira Premium Security Suite v10.0.0.542 5 2

BitDefender Internet Security 2011 14.0.23.312 1 2

Coranti 2010 1.001.00007 5 4

ESET Smart Security 4.2.64.12 5 5

F-Secure Internet Security 2011 10.50 build 197 5 5

Immunet Protect Plus 2.0.16.38 5 5

Kaspersky Internet Security 2011 5 2

Malwarebytes 1.46 5 5

McAfee Internet Security 2011 4 0

Microsoft Security Essentials 1.0.2498.0 0 0

NANO AntiVirus 0.14.0.2 Beta 2 0

Norton Internet Security 2011 18.1.0.37 5 2

Online Armor++ 4.5.1.431 5 3

Panda Internet Security 2011 16.00.00 2 5

PC Tools Internet Security 2011 8.0.0.608 5 5

Prevx 3.0.5.219 5 2

SUPERAntiSpyware 4.43.1000 0 0

VIPRE Antivirus Premium 4.0.3904 4 1

Average Detection 75% 53%
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Detection of Financial and PPI PUAs: 

As stated in the Taxonomy section of this report, the Financial and PPI PUAs are malicious. Given this fact, 

these classes of PUAs should all be detected by antimalware applications. 

Security Applications Included: 

We included the same 20 security applications that were used in the Affiliate PUA test. 

Methodology used in the Test: 

1) A Windows 7 32 Ultimate VM is created which has internet access and all updates applied. 

2) 20 clones of the system are made and on each of these, one of the security applications is installed with 

default settings, activated and updated. 

3) A snapshot of each of the 20 clones is made. 

4) One of the PUA samples installer is copied to the desktop of each of the 20 cloned systems. 

5) The PUA installer is executed. 

6) If the PUA installs, the PUA is then executed. 

7) Security applications which detect the installer in stage 4 or block its or any malicious PPI payloads 

execution in stage 5 or the PUA from executing in stage 6 are classified as having passed the test.  

8) Security applications which fail to detect the installer in stage 4 or block its or any malicious PPI payloads 

execution in stage 5 or the PUA from executing in stage 6 are classified as having failed the test. 

9) After each test (4 – 6) the VM is reverted to the snapshot created in step 3 and the process repeated until 

each of the 10 PUA samples has been tested on all 20 systems. 

Financial and PPI PUA detection results: (18 November 2010.) 

 

Only Immunet Protect Plus, Online Armor++, Prevx and VIPRE Antivirus managed to detect and block all the 

samples. 

Security Application Financial & PPI PUAs

Immunet Protect Plus 2.0.16.38 5

Online Armor++ 4.5.1.431 5

Prevx 3.0.5.219 5

VIPRE Antivirus Premium 4.0.3904 5

AVG Internet Security 2011 10.0.1153 4

Avira Premium Security Suite v10.0.0.542 4

BitDefender Internet Security 2011 14.0.23.312 4

Coranti 2010 1.001.00007 4

F-Secure Internet Security 2011 10.50 build 197 4

Malwarebytes 1.46 4

Norton Internet Security 2011 18.1.0.37 4

Panda Internet Security 2011 16.00.00 4

avast! Internet Security 5.0.677 3

Kaspersky Internet Security 2011 3

McAfee Internet Security 2011 3

PC Tools Internet Security 2011 8.0.0.608 3

ESET Smart Security 4.2.64.12 2

Microsoft Security Essentials 1.0.2498.0 1

NANO AntiVirus 0.14.0.2 Beta 0

SUPERAntiSpyware 4.43.1000 0
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The full set of results for all tests is displayed in the table below: 
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avast! Internet Security 5.0.677

AVG Internet Security 2011 10.0.1153

Avira Premium Security Suite v10.0.0.542

BitDefender Internet Security 2011 14.0.23.312

Coranti 2010 1.001.00007

ESET Smart Security 4.2.64.12

F-Secure Internet Security 2011 10.50 build 197

Immunet Protect Plus 2.0.16.38

Kaspersky Internet Security 2011

Malwarebytes 1.46

McAfee Internet Security 2011

Microsoft Security Essentials 1.0.2498.0

NANO AntiVirus 0.14.0.2 Beta

Norton Internet Security 2011 18.1.0.37

Online Armor++ 4.5.1.431 

Panda Internet Security 2011 16.00.00

PC Tools Internet Security 2011 8.0.0.608

Prevx 3.0.5.219

SUPERAntiSpyware 4.46.1000

VIPRE Antivirus Premium 4.0.3904


