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1 Introduction 
MRG Effitas has published an Online Banking Browser Security Report every year for the past four years. Since 

2013, the single report has been replaced by quarterly assessments. This report is based on previous and future 

tests in the Online Banking Security field. 

Webroot commissioned MRG Effitas for a comparative analysis of its Webroot SecureAnywhere product, and 

Trusteer Rapport.  

1.1 Webroot SecureAnywhere Antivirus 
Webroot SecureAnywhere Antivirus (WSA) includes antivirus, antispyware, anti-phishing, personal firewall, 

password and identity protection for Microsoft Windows. 

1.2 Trusteer Rapport 
Trusteer Rapport is security software advertised as an additional layer of security to anti-virus software. It is 

designed to protect confidential data, such as account credentials, from being stolen by malicious software 

(malware) and via phishing. To achieve this goal, the software includes anti-phishing measures to protect against 

misdirection and attempts to prevent malicious screen scraping; it attempts to protect users against the following 

forms of attacks: man-in-the-browser, man-in-the-middle, session hijacking and screen capturing. 

1.3 Executive summary 
This comparative analysis can also serve as educational material for average users as it raises awareness about 

financial malware and all the dangers that face users when they do online banking, use online payment services such 

as PayPal, or use any form of online shopping. 

It should be noted that financial malware earned its name because, in most cases, it attempts to grab the user 

name and password from places that are used for online transactions. Another thing financial malware can do is 

steal login credentials from popular social networking websites such as Facebook, Twitter, LinkedIn, etc. 

When conducting these tests, we tried to simulate normal user behaviour. We are aware that a “Real World” test 

cannot be conducted by a team of professionals inside a lab because we understand how financial malware works, 

how it attacks and how such attacks could be prevented. Simulating normal user behaviour means that we paid 

special attention to all alerts given by security applications. A pass was given only when alerts were straightforward 

and clearly suggested that malicious action should be blocked. 

Final results 

Based on the number of different tests done, it is hard to draw any conclusions about which vendor performed 

better. From an end-user perspective, Webroot SecureAnywhere performed better. From a financial site point of 

view, if it is in the partner site lists, it is a draw. Webroot SecureAnywhere has more protection options, less 

performance impact and better reporting and alerting capabilities.  

2 Tests employed and results 
In 2010, MRG Effitas began reverse engineering financial malware to create simulators that employ the same “Man 

in the Browser” attacks as the in-the-wild code, and so were for the first time able to determine whether secure 

browsers were capable of preventing data exfiltration. This was so revolutionary that in 2012 the BBC based a TV 

programme on our work – BBC Click, “The Man in the Browser”.  

See http://www.youtube.com/watch?v=DUnZMwXCkyw 

Why do we use simulators? We have been asked this question countless times in the past and we always answer 

such questions with the following: 

http://www.youtube.com/watch?v=DUnZMwXCkyw


 

 

Simulators are used in every industry and sector, including aerospace, automotive, law enforcement, the military 

and finance. Nobody questions the validity of using simulators in these sectors as it is a well-known fact that 

simulators improve performance.  

There are two major types of simulators, one that is used to teach students (e.g. pilots) and the other to simulate 

various types of attacks (e.g. military). This is exactly why MRG Effitas decided to start creating simulators. By 

developing test tools we try to simulate attacks that may not be as prevalent at present but may become more so 

in the future (which can be just around the corner). Simulators can point out potential weaknesses in products and 

even use new types of attacks that can be useful for developers as they can learn about these from a testing lab, 

rather than from their users when an attack of this type occurs in the wild. 

All the attack methods implemented by our simulators are valid and could be used or are being used by certain 

types of less prevalent malware. It should be noted that high prevalence results if a known type of malware is used 

in large-scale attacks. However, as highlighted before, some malware attacks cannot be used in large-scale attacks, 

but the outcome can be even more lucrative than with the highly prevalent ones. 

Although employing these reverse engineering techniques to create simulators was revolutionary, MRG Effitas 

never stands still and always continues to innovate. As of Q2 2015, the Online Banking / Browser Security 

Certification Programme includes the use of real, fully operational botnets such as ZeuS, Citadel, SpyEye etc., as 

part of efficacy assessment. 

For the certification programme, MRG Effitas has chosen IBM as its technology partner. The use of IBM’s unique 

SoftLayer cloud computing technology has enabled MRG Effitas to create complete botnets which exactly model 

those in the wild, whilst ensuring they are contained in secure lab conditions and pose no threat to the public. 

See https://www.youtube.com/watch?v=n_sd-RKnkrQ&feature=youtu.be 

Cat-and-Mouse Game: It is no secret that when it comes to financial malware, vendors have a lot of work on their 

hands. Bad guys use various techniques to evade detection and even build special modules in “Builders” to disable 

certain applications. Luckily, so far developers have been able to respond to these “enhancements” swiftly. 

Nowadays, most of the financial malware is based on the leaked source code of the most notorious Banking Trojan 

ZeuS. Another source code that is publicly available is the Carberp code. It should be noted that Carberp is an 

even more advanced and more sophisticated piece of financial malware than ZeuS. 

While these are the best known and most prevalent pieces of financial malware, we notice a rise in new and more 

sophisticated financial malware that may not be targeting users globally, but is more regional and created to target 

specific groups of users, organizations or banks. 

For all that we mention in this report, it is imperative for us to spread awareness about these threats among all 

user levels. Browser security software is becoming more necessary than ever before and this is not limited to 

Windows users only, given that financial malware is cross-platform and attacks mobile phone users too. It is very 

important to mention this because more and more advertisements encourage users to use their mobile phones for 

payments and even use phones as credit cards. We strongly believe that this should not be done without the 

awareness about possible dangers in conducting such transactions. 

All tests were done in a virtualized environment (except for 2.4, 2.16 and 4, where physical hardware was used), 

on a fully patched Windows 7 64-bit.  

The tested version of Webroot SecureAnywhere Antivirus was 8.0.8.88, and Trusteer Rapport Emerald Build 

1412.173. The test has been carried out between 2015 May 26 and June 12.  

https://www.youtube.com/watch?v=n_sd-RKnkrQ&feature=youtu.be


 

 

2.1 High-level overview of the tests 
Because of the way Trusteer Rapport works, it is quite challenging to compare the protection of the two products. 

Trusteer Rapport generally acts as the last line of defense. Usually most of the defensive capabilities are only 

effective on already pre-configured protected websites (partner websites) and user-configured sites. It is normal 

and expected behavior that financial malware can run on the system; it can inject code into the browser, but it is 

ineffective on protected sites. This behavior is quite challenging to test, as one has to be sure that the malware was 

able to steal the login information and send it to the C&C server.  

Webroot SecureAnywhere works like a traditional antivirus with real-time protection, in a combination with 

browser protection (called identity protection). 

In order to have better insight into the functionalities of Webroot SecureAnywhere and Trusteer Rapport, we 

employed a combination of in-the-wild malware test (protection, time-to-detect, remediation), simulator tests, 

botnet test operated by MRG Effitas, etc.  

2.2 Malware protection test 
Sample selection is of fundamental importance to this and all similar tests. All samples used are “live” and “in the 

wild”, by which we mean that they reside at the URLs selected or created by the cybercriminals, and not from a 

time lagged ITW list. As these are live ITW samples, they represent current zero day-threats that can present an 

issue with sample verification. There is no effective and reliable way to verify samples before testing that does not 

introduce possible artificial sample submission or delay, so all verification is conducted after testing. Tests 

performed using samples that are later proven to be invalid are excluded from the results. The type of samples 

used is selected by MRG Effitas on the basis of a mixture of criteria, cantering about key relevancies: 

1. Prevalence – they are widespread and so represent the most common threats. 

2. Growth – they may be few now, but our research shows they are rapidly expanding. 

3. Innovation – they employ innovative techniques to counter security measures. 

4. It is malware having financial motives, by either stealing login credentials, initiating transactions, or doing 

web injects. 

5. We added some additional malware to test, which is not exactly financial malware. 

We collected live samples of in-the-wild financial malware, ransomware, PUA, and rootkits, and started the 

dropper on an already protected system. In the case of financial malware, if the malware was able to install, we 

logged into financial sites (protected ones), and checked whether the network communication of the malware was 

sending any data (larger than the scheduled C&C traffic). If we saw such packets, we marked this as fail. One 

drawback of this test is that it is not possible to determine what information has been stolen. One key piece of 

information regarding the botnet test (see 2.15) operated by us was that whenever Trusteer Rapport blocked the 

stealing of login information, no data were sent to our C&C servers. 



 

 

 

Result of the test 

 

Webroot SecureAnywhere performed better in this test. 

2.3 In-the-wild financial malware time-to-detect test 
We collected samples of financial malware, which was not detected by the protection system – either by Webroot 

SecureAnywhere or Trusteer Rapport. We installed the samples while the protection was on, and waited for the 

protection system to detect the malware on the system. 

For the Webroot test, we did the test with 8 Zeus sample, one Tinba and one Recam.  
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For the Trusteer test, we did the test with 2 Dyre, 2 Usteal, 2 Recam, 1 Banker, 1 Dridex, 1 Zbal and 1 Tinba 

sample. Trusteer Rapport did prevent the install of Zeus samples in a generic way; this is why no Zeus sample was 

used in this test.   

Test results 

Webroot SecureAnywhere detected and removed the infections in all 10 cases, in 4 hours on average. 

Trusteer Rapport did not remove any of the infections in 24 hours. It blocked password stealing by 2 samples, and 

8 samples were known to be stealing passwords. 

Webroot SecureAnywhere performed better in this test. 

2.4 In-the-wild malware remediation test 
We infected a clean system with 10 pieces of malware, and installed the protection system. We waited 10 minutes 

for detection, restarted the system when the protection system suggested a restart, and after restart, we waited 

another 5 minutes for the system to finish any cleanup. After that, we checked the file system for malware binaries, 

the registry for further infections (e.g. autostart entry). Botnet configuration files were out of scope – as it is 

totally harmless alone, and cannot be used by future malware as an advantage. Also, it is almost impossible to find 

these encrypted configuration files. 

The test included 6 Zeus, 1 Dyre, 1 Dyzap, 1 Recam and one Fareit sample.  

Test results 

Webroot SecureAnywhere remediated 7 malware fully, 2 partially, and 1 not at all. 

Trusteer Rapport remediated 5 malware fully, 2 partially, and 3 not at all. 

 

Webroot SecureAnywhere performed better in this test. 
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2.5 API hooking simulator test 1 

The API hooking technique is a two-step process. First, the malware (in our case, the simulator) injects itself into 

the browser process, then hooks (redirects) the API calls which can contain passwords as function parameters.  

Our first simulator focuses on injection only. After successful injection, it uses the standard inline hooking 

technique to hook the API calls and steal login passwords. 

The four different methods MRG Effitas use for process injection are: Context Switching, Internal Debugger, 

CreateRemoteThread, CreateRemoteThread Extended. We hooked the HttpSendRequestA/W API calls to 

capture the login credentials.  

The CreateRemoteThread and CreateRemoteThread Extended methods use standard Windows functions to 

allocate memory in the target process, and map a DLL to the remote process. Finally the (malicious) functions in 

the DLL are executed because DLL_PROCESS_ATTACH is triggered.  

The Context Switch method uses standard Windows functions to allocate memory in the target process, than 

finds a running remote thread to hijack in the target process. It saves the current EIP and sets it to the address of 

the LoadLibrary function, writes the function and parameters (injected DLL name) in the remote process, the 

hijacked thread executes the LoadLibrary call, and finally the (malicious) functions in the DLL are executed because 

DLL_PROCESS_ATTACH is triggered.  

After a successful attack, the attacker can either extract passwords, session cookies, credit card/CVV numbers 

from the web sessions, or inject html forms into the web sessions (e.g. credit card number and CVC/CVV code), 

because SSL encryption takes place after the API calls.   

Test results 

Webroot SecureAnywhere blocked all four injection techniques. 

Trusteer Rapport did not block the injections, but it blocked API hooking in all cases. 

Both Webroot SecureAnywhere and Trusteer Rapport protected against the attack. 

2.6 API hooking simulator test 2 
For the second type of the API hooking test, we had a different approach. We tried three different injection 

techniques, and if one of the injections was successful, we used five different API hooking methods on two 

different functions. All tests were performed in user mode, without administrator level privileges. 

The three different injection techniques were:  

1. The CreateRemoteThread Extended method (see above) 

2. Reflective DLL injection (based on http://www.harmonysecurity.com/files/ReflectiveDllInjection_v1.0.zip) 

3. Delayed injection (suspend, inject, resume type) 

The two different functions of interest were: 

1. HTTPSendRequestW 

2. EncryptMessage 

Both functions are commonly monitored by in-the-wild financial malware. 



 

 

The five different API hooking methods we used were: 

1. Patch or inline hook: In this kind of hook the first few bytes of the chosen function are overwritten with a 

jump to a new (malicious) code. The code can then parse the parameters to log and/or filter. After the 

code finishes the execution, it usually calls the original function. It is important to pay attention so as not 

to skip the overridden opcodes. 

2. Debug registers: It is possible to use the CPU's debug registers to set hardware breakpoints. It is very 

powerful, but the number of hooks is limited to 4. After setting up a hardware breakpoint at a specified 

address (at the beginning of the chosen function), an exception handler can be registered, where the 

malware can control the CPU's state. The exception handler can read the parameters from the stack, or 

even change the instruction pointer to our function. 

3. Block Unhook: This method begins with an inline hook (Patch), but this time some protection is added to 

the hook code, because other functions are not allowed to remove the hook. This is done by hooking the 

Syscall function, and denying it based on the parameters. 

4. Non-exported Functions: The non-exported functions method is similar to Patch, but here it is not the 

exported function that is hooked. Instead, it is another function, which is being called from the function of 

interest (deeper in the call stack). 

5. Exception: This method is similar to Debug registers (above), as we register an exception handler. We 

can use VirtualProtect to flag a memory page with PAGE_GUARD. A memory page with PAGE_GUARD 

throws an exception when accessed, and our code handles these exceptions. This method is resource 

intensive though, because VirtualProtect can only handle pages, not addresses, and this generates a large 

amount of overhead. 

Test results 

Webroot SecureAnywhere blocked injection of the DLL into the browser in all three ways, thus blocking all 

hijacking methods.  

Trusteer Rapport did not block any injection method, and only blocked the patch/inline hooking method in both 

HTTPSendRequestW and EncryptMessage test. Trusteer Rapport failed to block the debug registers, “block 

unhook”, non-exported functions, and exception method.  



 

 

 

Webroot SecureAnywhere performed better in this test. 

2.7 Windows Application Compatibility  
One of the new techniques to bypass current browser protection is to use the Windows Application Compatibility 

feature (Shims). Windows Application Compatibility acts as an added layer between the applications and the OS, 

and it can change what the application sees from the OS, or how the application can interact with the OS. 

Attackers are known to use this technique to hide their malware from AV software. 

This technique is a two-step process. First, the malware modifies (e.g. via sdbinst.exe) the Windows Application 

Compatibility Database – the malware needs administrator level privileges for this attack. After the database has 

been modified, Windows will check the newly started processes, and when a browser is found, Windows will 

inject the attacker-supplied DLL into the browser process space. The DLL hooks (redirects) the SealMessage API 

calls, which contain the passwords as function parameters. As the injection was done by Windows itself, this 

technique might bypass current protections.  
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Test results 

Webroot SecureAnywhere blocked the injection. 

Trusteer Rapport blocked the API hooking on partner sites and user configured sites. 

Both Webroot SecureAnywhere and Trusteer Rapport protected against the attack. 

2.8 AppInit DLL 
One of the old techniques to inject a DLL into a browser is to use the Windows AppInit DLL feature. This method 

is so old that it is even disabled in latest Windows versions when SecureBoot is enabled. 

This technique is a two-step process. First, the malware modifies the Windows registry – administrator level 

privileges are needed for this test. After the registry has been modified, Windows will check the newly started 

processes, and then Windows will inject the attacker-supplied DLL into the browser process space via 

LoadLibrary. The loaded DLL hooks (redirects) the SealMessage API calls, which contain the passwords as function 

parameters. As the injection was done by Windows itself, this technique can bypass current protections. 

Test results 

Webroot SecureAnywhere blocked the injection. 

Trusteer Rapport blocked the API hooking on partner sites and user configured sites. 

Both Webroot SecureAnywhere and Trusteer Rapport protected against the attack. 

2.9 SSL MiTM simulator test 
Malware can install a trusted root certificate authority into the user’s certificate store (used by IE, Chrome). The 

malware can also change the proxy settings for the user. Then the malware can start a web proxy either locally or 

on a remote server, and the victim client sessions will be forwarded through this proxy. The rogue SSL certificates 

will be trusted by the browser. 

Some malware hooks the proxy and SSL certificate checks to achieve this functionality (e.g. Hesperbot), while 

other malware simply changes the proxy settings and installs the root certificate into the user’s store. 

Our simulator runs in user space (does not require any special privileges or UAC bypass), changes the user’s 

proxy settings via the registry, and installs a rogue “trusted” root certification authority into the user’s CA store. 



 

 

When a warning dialog appears to the user about installing the certificate, the malware accepts the warning dialog 

by simulating keyboard events.  

Test results 

Webroot SecureAnywhere blocked the rogue CA installation of our simulator. 

Trusteer Rapport detected the change of the CA for the partner site. 

Both Webroot SecureAnywhere and Trusteer Rapport protected against the attack. 

2.10 Browser helper object test 
One of the easiest ways to inject code into the Internet Explorer process space is to use Browser Helper Objects 

(BHO). BHO’s are basically plugins, extending the functionality of the browser. Malware can use this technique to 

steal data (e.g. passwords) from the browser, e.g. by hooking the CEventSink method.  

 

Test results 

Webroot SecureAnywhere blocked the BHO from stealing the password. 

Trusteer Rapport blocked the BHO from stealing the password on partner sites and user configured sites. 

Both Webroot SecureAnywhere and Trusteer Rapport protected against the attack. 

2.11 Internet Explorer – webinject test 
Financial malware not only steals data, but modifies existing data on the financial site. This technique is called “web 

inject”. For example, by adding extra fields to the login field, attackers can harvest additional information from the 

user, which can be used in other fraud related activities (e.g. password reset, changes in two-factor authentication, 

etc.), or even in automated transactions.  

The leaked SpyEye 1.3.45 toolkit included two DLL’s for testing web injects – ffhookdll.dll and iehookdll.dll. By 

creating webinject rules in the webinject.txt file, and injecting the DLL into the browser, the DLL can change the 

HTML code parsed by the browser.  

 

The ffhookdll.dll did not support the latest Firefox versions supported by Trusteer, thus it was not possible to test 

that scenario.  



 

 

Test results 

Webroot SecureAnywhere blocked the web inject attack. 

Trusteer Rapport blocked the web inject attack on partner sites and user configured sites. 

Both Webroot SecureAnywhere and Trusteer Rapport protected against the attack. 

2.12 Firefox – malicious browser extension test 
A source code copy is downloaded from the following malicious browser extension: 

https://github.com/MRGEffitas/ZombieBrowserPack/tree/master/lite/client/firefox. The browser extension is lightly 

obfuscated in order to bypass signature-based detection. The browser extension is able to steal POST data 

content (which contains usernames, passwords), and send it to a server operated by MRG Effitas. 

 

Test results 

Webroot SecureAnywhere failed to protect the Firefox browser, and the username/password was stolen. 

Trusteer Rapport failed to protect the Firefox browser, and the username/password was stolen. 

Both Webroot SecureAnywhere and Trusteer Rapport failed the test. 

2.13 VNC hidden browser 
The Carberp leak in June 2013 contained a patched VNC server. This VNC server creates a “hidden desktop”, 

which is not visible to the user. The attacker can connect to the VNC server either via backconnect or bind mode. 

By starting the Internet Explorer browser in the hidden desktop, the browser inherits all the session cookies from 

the Internet Explorer browser opened on the user’s desktop. This means that if the user is logged into an internet 

banking application, so is the attacker. We did not obfuscate the binaries at all, which means that basic signature 

detection could also stop this attack. A similar functionality is implemented in other malware families as well, like 

Zeus and SpyEye. 



 

 

  

Test results 

Webroot SecureAnywhere alerted on the unknown process, but if the user allowed the execution, the VNC 

server was able to capture the screen of the browser. 

Trusteer Rapport prevented the VNC server from capturing the screen of the browser. 

Trusteer Rapport performed better in this test. 

2.14 Cookie stealing 
This test was done on two types of sites while testing Trusteer Rapport. The first type of site is supported by 

Trusteer out-of-the box, while the second type of site is user configured, where the user configured the site to be 

protected by Trusteer. We logged into the financial website with a valid account, and checked if the session 

cookies were written to the hard disk in clear text. We used a simulator to steal the cookie files from the disk, 

and send it to our server. After stealing the cookie files, we can insert the cookie values into their browser, which 

results in a logged-in state, until the user logs out of the application. 

Test results 

Webroot SecureAnywhere failed to prevent cookie stealing. 

Trusteer Rapport prevented cookie stealing on partner sites, but failed to prevent cookie stealing on the user 

configured site. 

Trusteer Rapport performed better in this test. 

2.15 Botnet test 
Builders and webserver components of the financial malware ZeuS, Citadel, SpyEye and Powerzeus have been 

leaked in previous years. We used these leaked builders to build our in-house C&C malware network. The C&C 

servers are operated at the cloud provider SoftLayer in a safe environment, thus the whole infrastructure is as 

close to real financial malware as possible, simulating attackers by either buying resources at cloud providers or 

hacking legitimate websites and placing the C&C server there.  



 

 

We used the following malware versions: 

 ZeuS 2.0.8.9  

 Citadel 1.3.4.5  

 SpyEye 1.3.48 

 PowerZeus 1.0.2.0 

By operating the C&C server in our environment, we could determine with 100% certainty whether data 

exfiltration had really occurred or not. The builders and droppers were not modified/obfuscated/encrypted in any 

way other than by default in the builder. First the droppers were installed on a clean system, and after the system 

was infected, we installed the protection systems. 

Test results 

Webroot SecureAnywhere detected all four financial malware, and completely removed them. 

Trusteer Rapport detected three infections, and blocked the fourth malware from stealing data from the browser. 

Webroot SecureAnywhere performed better in this test. 

2.16 Keylogger test 
We tested 6 different keylogger techniques, based on the tool Anti-Keylogger tester v3.0 from 

http://firewallleaktester.com. The following descriptions are quoted from the documentation:  

 

 

http://firewallleaktester.com/


 

 

1. GetKeyState: “This API returns the current key state for a given key. This API must be called for every 

key, constantly (e.g. every 10ms), in order not to miss any key the user may press. This method is less 

reliable than a global hook, but is more stealthy and does not require administrator privileges.” 

 

2. GetAsyncKeyState: “This API is similar to GetKeyState, except that it can receive keys that have been 

pressed, and not only the one pressed at the moment the function is called. Like the previous method, it 

does not require administrator privileges.” 

 

3. LowLevel Hook (SetWindowsHookEx): “This test uses the well-known SetWindowsHookEx() API with 

the WH_KEYBOARD_LL parameter to create a Low Level Keyboard Hook. This hook does not require 

any DLL, therefore no DLL is injected into other processes. As usual, this test works under a restricted 

user account.” 

 

4. GetKeyboardState: “This test uses the GetKeyboardState() and AttachThreadInput() Windows APIs to 

monitor your keyboard. This function is polled every 10ms and returns back the pushed keystroke of the 

current window which has the focus. Like the first method, no hooks are created and it works under a 

restricted user account or a guest account (no administrator privileges required).” 

 

5. GetRawInputData: “This test uses the GetRawInputData() API to redirect raw keyboard inputs to it. This 

method works without polling, and is more similar to a global hook. The API used is available only since 

Windows XP and above (e.g. Vista), and does not require Microsoft .NET, as people could suppose (since 

other testing tools use .NET). "Thanks" to Windows, it works once again on a restricted user account.” 

 

6. DirectX: “This method uses APIs from the DirectInput functions family (from DINPUT.DLL). It requires 

that DirectX 7.0 or higher is installed, which is not a problem as DirectX is bundled with Microsoft 

Windows Operating Systems. It is stealthier because it is less known. Of course, video games use DirectX 

to monitor your keyboard, but I'm not aware of any malware using DirectX for malicious purposes. Like 

the previous method, it does not require administrator privileges.” 

The JournalRecord hook was not tested because it needs admin level privileges.  

If the keylogger was able to grab the password from a protected site (in a supported browser), the protection 

system failed. 

Test results 

Webroot SecureAnywhere blocked all six keylogger methods in the browser. 

Trusteer Rapport scrambled the keyboard events for all six keylogger methods, thus the keylogger was not able to 

steal the real data. After we finished this test we wanted to create a screenshot for this report about the keyboard 

scrambling, but the keyboard scrambling feature of Trusteer Rapport stopped working. We could not identify the 

root cause of the problem. The program reported it was fully functional, but it was not. We tried multiple 

installations (physical machine, virtualized environment), but without luck. 



 

 

 

Webroot SecureAnywhere performed better on this test – because of the inconsistent behaviour of Trusteer 

Rapport. 

2.17 DNS hijacking 
A common attack involves changing the DNS servers either on the local system or on the home router. By 

changing the DNS server to an attacker controlled one, whenever a user types a URL without https://, the 

attackers can redirect the traffic to an attacker controlled site, without SSL certificates. In this test we tested two 

scenario. In the first scenario, we tested the attack with a site already supported by Rapport, and with a user 

configured site. We tested this attack in both Internet Explorer and Firefox. 

Test results 

Webroot SecureAnywhere failed to detect the DNS hijack attack – although when looking at the full lifecycle of 

the attack, it could have detected the malware doing the DNS hijacking. 

Trusteer Rapport detected the DNS hijacking on partner websites in Internet Explorer, but failed to detect the 

attack on user configured sites, or in Firefox on partner sites. 

Trusteer Rapport DNS hijack protection bypassed in Firefox: 

 



 

 

Webroot did not detect DNS hijack attacks: 

 

Trusteer Rapport performed better in this test. 

2.18 Exploit test 
We tested the exploit protection capabilities of both products with 10 recent in-the-wild exploit kits. None of the 

products include specific exploit protection. We marked the protection as fail whenever the exploit successfully 

executed the shellcode, downloaded malware, and executed it (either in memory or after dropping the files to the 

filesystem). The tested exploit kits were Angler, Sweet Orange, Neutrino, Magnitude, RIG, Fiesta, Gongda, and 

Kaixin. 

Test results 

Webroot SecureAnywhere blocked the URL or dropped malware in 80% of the cases, and failed to prevent against 

the remaining 20% of in-memory malware. 

Trusteer Rapport failed to protect any of these exploits1; all malware was able to start. 

 

Webroot SecureAnywhere performed better in this test. 

                                                      
1 The Trusteer APEX product has exploit protection. 
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2.19 Protection against password stealing (phishing) 
The test was designed as follow: First we navigate to a financial site protected by Trusteer Rapport by default, and 

enter the username/password. In the case of the Rapport test, we save the credentials into the Trusteer Rapport 

store. We then create a new test phishing site with a username and password field, and navigate the browser to 

this test phishing site, and enter the same credentials there.  

For Trusteer Rapport, one has to add the username/password to the protected store of Trusteer Rapport. This 

feature was not working as it should, in the multiple installations we tested, as the “Rapport has identified User ID 

submission” prompt was not popping up on the vendor configured sites. Thus Rapport did not protect any 

passwords.   

Test results 

Webroot SecureAnywhere failed to protect the username and password against the test phishing site. 

Trusteer Rapport failed to protect the username and password against the test phishing site. 

Both Webroot SecureAnywhere and Trusteer Rapport failed this test. 

2.20 Phishing protection 
We gathered 100 different, active phishing sites (financial and e-mail related), and navigated the browser to those 

sites. We waited for the webpages to load, and if the fake login screen was not visible, we clicked on the page to 

show the fake login page, and finally we waited 10 seconds before entering credentials. In the case of the Rapport 

test, we used the same credentials as it was intended to be saved into the Trusteer Rapport protected store. If the 

credentials were sent to the phishing sites, the protection suite failed the test. 

Test results 

Webroot SecureAnywhere failed to block 12 of the phishing sites from stealing the username and password. 

Trusteer Rapport failed to block any of the phishing sites from stealing the username and password. 

 

Webroot SecureAnywhere performed better in this test. 
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2.21 Self protection 
We applied the “Advanced Process Termination v4.2 – DiamondCS” tool to test the self-protection of the 

protection system. 12 user-mode kill methods, 2 kernel-mode kill methods, 2 crash methods and 2 suspend 

methods were used. The methods included: TerminateProcess, WM_Close, WM_Quit, SC_Close, 

TerminateThread, CreateRemoteThread -> Exitprocess, Endtask, DebugActiveProcess, EIP modification -> 

Exitprocess, and DLL injection + Exitprocess, used accomplice process as terminator, ZwTerminateThread, 

ZwTerminateProcess, VirtualProtectEx crash, WriteProcessMemory crash, suspended all threads and 

NTSuspendProcess.  

Test results 

Webroot SecureAnywhere failed on one process termination, but because the process restarted immediately, we 

marked all tests as passed. 

Trusteer Rapport passed all tests. 

Both Webroot SecureAnywhere and Trusteer Rapport passed this test. 

 



 

 

 

 



 

 

 

2.22 Trusteer Rapport feature list 
We compiled the promised feature lists from Trusteer Rapport, and tested these features on both protection 

systems. As multiple tests were already demonstrated in previous chapters, we will cross-reference those, but still 

list them here. These tests do not count in the total assessment. 

 



 

 

2.22.1 Block screen capturing 
See 2.13 for details.  

2.22.2 Validate website SSL certificates 
During this test, we manually installed a rogue CA certificate into the trusted CA store, and used the previously 

detailed DNS hijack attack. When the protection system was able to identify that the correct CA was not used, 

we marked this as a fail. 

Test results 

Webroot SecureAnywhere did not detect the new, faked CA certificate. 

Trusteer Rapport detected the change of the certificate on partner sites, but not on user configured websites. 

Trusteer Rapport performed better in this test. 

2.22.3 Block unknown browser addons 
See 2.10 and 2.12 for details. 

2.22.4 Block access to information inside the browser 
See 2.2, 2.3, 2.5, 2.6, 2.7, 2.8, 2.10, 2.11, 2.12, 2.15, and 2.16 for details. 

2.22.5 Block access to sensitive website cookies 
See 2.14 for details. 

2.22.6 Validate website IP addresses 
See 2.17 for details. 

2.22.7 Active character replacement 
See 2.16 for details. 

2.22.8 Active kernel character replacement 
See 2.16 for details. 

2.22.9 Block unauthorized modules in the browser 
See 2.10 and 2.12 for details. 

2.22.10 Warn when login information is used in unknown websites 
See 2.20 and 2.19 for details. 

2.22.11 Block browser process alteration 
See 2.5 and 2.6 for details. 

2.22.12 Protect "security software" from unauthorized removal 
See 2.22.12 for self-protection tests. We did another test, and tried to remove the security software via an AutoIt 

script. 

Test results 

Webroot SecureAnywhere protected its installation with a CAPTCHA, so automatic removal was not possible. 

Trusteer Rapport protected its installation with a CAPTCHA, so automatic removal was not possible. 

Both Webroot SecureAnywhere and Trusteer Rapport passed this test. 



 

 

2.22.13 Early browser protection 
We did not test this function.  

2.22.14 Send security events and errors for analysis 
We tried to infect the system with a financial malware while the protection was on, and we checked the network 

traffic for communication between the security software and its servers. If there was a communication, the 

protection system passed the test. 

Test results 

Webroot SecureAnywhere sent security data to its servers. 

Trusteer Rapport sent security data to its servers. 

Both Webroot SecureAnywhere and Trusteer Rapport passed this test. 

2.22.15 Remove malware 
See 2.4 for details. 

2.22.16 Protect payment card numbers from theft 
We tested the system with test credit card numbers from different credit card companies (Visa, Mastercard, 

American Express). As Trusteer Rapport only protects specific credit cards within a fixed range of serial numbers, 

and as we had no access to such a credit card number, we were not able to test this feature. It is important to 

note that not all credit card numbers are protected, just the pre-configured ones. 

Test results 

Webroot SecureAnywhere does not have this feature, but other protection mechanisms (see 2.2, 2.20, etc.) can 

complement this. 

We were not able to test Trusteer Rapport, because we had no credit card that matched the (unknown) pre-

configured list. 

Both Webroot SecureAnywhere and Trusteer Rapport had some issues with passing this test, but neither failed it. 

2.22.17 Warn when I submit security data to insecure sites 
We set up an HTTP-based test phishing site with username and password fields, and sent random data to this test 

phishing site. If the login information was sent without warning, we marked this as a fail. 

Test results 

Webroot SecureAnywhere does not have this feature, but other protection mechanisms (see 2.2, 2.20, etc.) can 

complement this. 

Trusteer Rapport warns whenever “security data” (e.g. passwords) are sent to insecure (HTTP) sites. 

 

Trusteer Rapport performed better in this test. 



 

 

2.23 Webroot SecureAnywhere feature list 
We also compiled the promised feature lists from Webroot SecureAnywhere, and tested these features on both 

protection systems. 

2.23.1 Advanced threat protection 
See entire chapter 2 for results. 

2.23.2 Real time anti-phishing 
See 2.20 for details. 

2.23.3 Firewall and network connection monitor 
Trusteer Rapport does not have a firewall and network connection monitor. 

Webroot SecureAnywhere does have a firewall and network connection monitor, and, by default, it warns of 

untrusted processes connecting to the internet only if the computer is infected. 

 

Advanced users can configure a stricter policy, like Warn if any new, untrusted process connects to the Internet. 



 

 

 

We tested four different scenarios: 

1. A new process starts and directly communicates with the Internet via TCP. 

2. Malicious DLL is injected into Internet Explorer via SetWindowsHookEX. 

3. Process injects itself into explorer.exe and spawns a new IE process to leak information. 

4. DNS (UDP 53) based communication. 

Test results 

Webroot SecureAnywhere blocked one communication by default (test 2), and detected the first communication 

when the default settings were changed. 

Trusteer Rapport did not detect or block any of the four tests. 

Webroot SecureAnywhere performed better in this test. 

2.23.4 Always-on security for data and identity (a.k.a. real-time protection) 
We tested the real-time protection of the protection systems by copying a malicious financial malware dropper to 

the user’s desktop. If the protection system did not block the copy, we marked this as a fail. 

Test results 

Webroot SecureAnywhere does have a real-time protection component, which can detect droppers as soon as 

they are copied to the hard disk. 

Trusteer Rapport does not have real time protection.  

Webroot SecureAnywhere performed better in this test. 

2.23.5 Secure smartphone and tablets 
The test of these features was not part of the present assessment. 



 

 

2.23.6 Protect accounts, logins and passwords 
Webroot SecureAnywhere has a built-in password manager solution, which can sync login data across multiple 

devices. 

Trusteer Rapport does not have such features. 

Webroot SecureAnywhere performed better in this test. 

2.23.7 Detect and remove ransomware 
We tested the protection systems by copying one malicious ransomware dropper to the user’s desktop and 

executing it. If the protection system did not block the copy or execution, we marked this as a fail. 

Test results 

Webroot SecureAnywhere detected and removed the ransomware from the computer. 

Trusteer Rapport does not have this feature.  

Webroot SecureAnywhere performed better in this test. 

2.23.8 Detect and remove PUA 
We tested the protection systems by copying one potentially unwanted program (PUA) dropper to the user’s 

desktop and executing it. If the protection system did not block the copy or execution, we marked this as a fail. 

Test results 

Webroot SecureAnywhere detected and removed the PUA from the computer. 

Trusteer Rapport does not have this feature.  

Webroot SecureAnywhere performed better in this test. 

2.23.9 Detect and remove adware 
We tested the protection systems by copying a malicious adware dropper to the user’s desktop and executing it. If 

the protection system did not block the copy or execution, we marked this as a fail. 

Test results 

Webroot SecureAnywhere detected and removed the threat from the computer. 

Trusteer Rapport does not have this feature.  

Webroot SecureAnywhere performed better in this test. 

2.23.10 Detect and remove file/pendrive infector viruses 
We tested the protection systems by copying a malicious file/pendrive infector virus dropper to the user’s desktop 

and executing it. If the protection system did not block the copy or execution, we marked this as a fail. 

Test results 

Webroot SecureAnywhere detected and removed the threat from the computer. 

Trusteer Rapport does not have this feature.  

Webroot SecureAnywhere performed better in this test. 



 

 

2.23.11 Detect and remove network worms 
We tested the protection systems by copying a malicious network worm dropper to the user’s desktop and 

executing it. If the protection system did not block the copy or execution, we marked this as a fail. 

Test results 

Webroot SecureAnywhere detected and removed the threat from the computer. 

Trusteer Rapport does not have this feature.  

Webroot SecureAnywhere performed better in this test. 

2.23.12 Detect and remove Fake AV 
We tested the protection systems by copying a malicious Fake Antivirus dropper to the user’s desktop and 

executing it. If the protection system did not block the copy or execution, we marked this as a fail. 

Test results 

Webroot SecureAnywhere detected and removed the threat from the computer. 

Trusteer Rapport does not have this feature.  

Webroot SecureAnywhere performed better in this test. 

2.23.13 Protect against keyloggers on supported and user configured sites 
See 2.16 for details. 

2.23.14 Protect against keyloggers on all sites 
We tested the protection systems by copying a malicious keylogger dropper to the user’s desktop and executing 

it. We then navigated to a website (not configured to be protected), and entered a username and password. If the 

protection system did not block the keylogger stealing the password, we marked this as a fail. 

Test results 

Webroot SecureAnywhere detected and removed the threat from the computer. 

Trusteer Rapport does not protect against keyloggers on every website. 

Webroot SecureAnywhere performed better in this test. 

2.23.15  Protect against keyloggers on non-browser applications 
We tested the protection systems by copying a malicious keylogger dropper to the user’s desktop and executing 

it. We then opened a password-safe application and entered the master password. If the protection system did not 

block the keylogger stealing the password, we marked this as a fail. 

Test results 

Webroot SecureAnywhere detected and removed the threat from the computer. 

Trusteer Rapport does not protect against keyloggers on applications like password safes. 

Webroot SecureAnywhere performed better in this test. 

2.23.16 Protect against financial malware on supported and user configured sites 
See 2.2 and 2.15 for details. 



 

 

2.23.17 Protect against financial malware on all websites 
First we installed one financial malware on a clean system, then installed the protection system and navigated to a 

site which was not pre-configured to be protected. If the financial malware was able to steal the username and 

password, we marked this as a fail. 

Test results 

Webroot SecureAnywhere protected the system because it detected and removed the threat immediately. 

Trusteer Rapport did not detect the financial malware, and the malware was able to steal the password and send it 

to a remote server. 

Webroot SecureAnywhere performed better in this test. 

3 Reporting capabilities 
It is not an easy task to compare the overall reporting capabilities of two different (security...) products. We have 

made every attempt to remain as impartial as possible. Following is a general assessment from our perspective. 

The main difference between Webroot SecureAnywhere and Trusteer Rapport is that Webroot alerts and reports 

are more detailed. We have not seen a single case where the path and filename of the detected malware were 

displayed to the user by Trusteer Rapport. Whether this is good or not is a subjective opinion, but we, as security 

enthusiasts, prefer more detailed information.  

Another key difference is that Trusteer Rapport only alerts users about financial malware when user interaction is 

needed (e.g. restart system). We believe this is a fundamental problem as malware needs to be deleted as soon as 

it (or its action) is detected. Without these alerts, users cannot take counter-measures (e.g. ask for professional 

help or download a new malware scanner), and the malware can cause more harm. For example, it is a common 

tactic to steal financial information from the user and after then drop crypto-ransomware to steal money from the 

user. 

 

 

Webroot SecureAnywhere performed better in this test based on our subjective opinion. 



 

 

4 Performance 
We measured the performance impact of the protection systems with the PassMark Apptimer tool. We started 

the Internet Explorer tool with the default website as a protected website one hundred times, and performed the 

execution time on a clean system, on a system protected by Webroot SecureAnywhere and Trusteer Rapport. 

Before the tests, we disabled all Windows scheduled tasks, rebooted the system, and waited 10 minutes for 

Windows to complete its boot. 

 

  Clean 
system 

Webroot 
SecureAnywhere 

Trusteer 
Rapport 

Average load time 
in seconds 

0.16 0.30 0.84 

Variance 0.40 0.28 0.19 
 

Webroot SecureAnywhere had a 87% performance impact on the load time of the browser. 

Trusteer Rapport had a 425% performance impact on the load time of the browser. 

It is important to note here that at times during the test, the browser crashed where Trusteer Rapport was 

installed, while no simulator or malware was running on the system. 

Webroot SecureAnywhere performed better in this test. 



 

 

5 Conclusion 
Based on the number of different tests done, it is hard to draw any conclusions about which vendor performed 

better. From an end-user perspective, the performance of Webroot SecureAnywhere performed was superior. 

From a financial site point of view, if it is in the partner site lists, it is a draw.  

The only comparison we can make is very basic: count the number of tests where one of the products performed 

better, and add. In 23 test cases, Webroot SecureAnywhere performed better, in 5 test cases Trusteer Rapport 

performed better, and in 12 test cases it was a draw. 

 

 

Based on this report, Webroot SecureAnywhere Antivirus protected the system better than Trusteer Rapport. 

 

Tests won 

Webroot SecureAnywhere Trusteer Rapport Draw


